Assessing cloud computing security level of awareness among IT and non IT students in UTM by Mohammed, Alwuhayd Muteb
1 
ASSESSING CLOUD COMPUTING SECURITY LEVEL OF AWARENESS 
AMONG IT AND NON IT STUDENTS IN UTM 
 
 
 
 
 
 
 
 
 
 
 
 
ALWUHAYD MUTEB MOHAMMED 
 
 
 
 
 
 
 
 
 
 
 
UNIVERSITI TEKNOLOGI MALAYSIA
4 
 
 ASSESSING CLOUD COMPUTING SECURITY LEVEL OF AWARENESS 
AMONG IT AND NON IT STUDENTS IN UTM 
 
 
 
 
 
ALWUHAYD MUTEB MOHAMMED 
 
 
 
 
 
A project report submitted in partial fulfilment of the  
requirements for the award of the degree of 
Master of Computer Science (Information Security) 
 
 
 
 
 
Faculty of Comput ing 
Universiti Teknologi Malaysia 
 
 
 
 
 
JUNE 2014
iii 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Alhamdulillah… thank you to Allah. Because of Him, I manage to reach at this level. 
I lovingly dedicate this project to my beloved family, especially to my wife and 
daughter for instilling me the importance of hard work and higher education. 
 
iv 
 
ACKNOWLEDGEMENT 
 
 
 
“Bismillahirrahmanirrahim”  
In the name of Allah, the Most Gracious,   
the Most Merciful and the Most Compassionate. 
Alhamdulillah, all praise to Allah for the strengths and His blessing to 
completing this research and thesis writing.  My special appreciation goes to my 
supervisor, Dr.Siti Hajar Othman, who supervises in term of giving a useful 
knowledge and constant support. 
 
 
Besides, I would like to thank my government especially the ministry of 
higher education in Saudi Arabia for the moral and financial support. 
 
 
Last but not least, deepest gratitude goes to my beloved family especially my 
father, my wife; Mrs. Nesreen, my daughter; Norah. Special thank for my dear 
brother Abdularahamn and also the rest of my family for their endless love, prayers, 
encouragement. 
 
v 
 
ABSTRACT 
 
 
 
 The cloud computing service is a new paradigm for providing storage and 
application on demand by using internet.  While clouds computing becoming one of 
the most growing services in information technology, people have expressed 
apprehensions regarding security aspects of this new model.  However, the 
procedural and technical procedures on this service success is depends on users 
awareness about the security risk and their relations with the knowledge on it.  In this 
research, issues in security awareness as an effect of user’s education background 
were being investigated.  These issues cover three equivalent dimension namely 
behavior, attitude and knowledge regarding cloud service security.  Each one of these 
dimensions was then subdivided into the three focus areas in cloud service usability, 
internet security and physical security.  The data gathering is done by using 
questionnaire, involving three different faculty students as respondents, which are 
Faculty of Computing, Faculty of Education and Faculty of Bioscience and Medical 
Engineering.  The technical expertise dimension is then divided into IT-related 
background in Faculty of Computing and non-IT related background in Faculty of 
Educations and Faculty Bioscience and Medical Engineering.  This research involved 
119 students from these three faculties.  Results show a significant impact on cloud 
service usability and security knowledge on IT related background students.  
However, the total level awareness of IT related background are considered equal to 
non-IT related background students while their lower attitude on the security 
awareness tends to neglecting their knowledge to the impact of their unsecure 
behavior. 
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ABSTRAK 
 
 
 
 Perkhidmatan komputeran awan adalah paradigma baru untuk menyediakan 
tempat menyimpan dan applikasi atas permintaan dengan menggunakan internet.  
Walaupun komputeran awan telah menjadi perkhidmatan teknologi maklumat yang 
berkembang, orang ramai masih menyuarakan kebimbangan mereka berhubung 
dengan aspek-aspek keselamatan model baru ini.  Bagaimanapun, prosedur dan 
prosedur teknikal pada perkhidmatan ini bergantung kepada kesedaran pengguna 
pada risiko keselamatan dan hubungannya dengan pengetahuan tersebut.  Dalam 
kajian ini, isu-isu kesedaran keselamatan dari kesan latar belakang pendidikan dikaji. 
Isu-isu ini meliputi tiga dimensi bersamaan terutamanya tingkah laku, sikap dan ilmu 
pengetahuan yang berkaitan dengan perkhidmatan keselamatan awan.  Setiap satu 
dimensi-dimensi ini dibahagikan kepada tiga bidang tumpuan di dalam 
kebolehgunaan perkhidmatan awan, keselamatan internet dan keselamatan fizikal.  
Pengumpulan data dilakukan dengan menggunakan soal selidik, yang melibatkan 
tiga fakulti yang berlainan sebagai responden, iaitu Fakulti Komputeran, Fakulti 
Pendidikan, dan Fakulti Biosains dan Kejuruteraan Perubatan. Dimensi kepakaran 
teknikal pula dibahagikan kepada latar belakang IT dalam Fakulti Komputeran dan 
tiada latar belakang IT dalam Fakulti Pendidikan dan Fakulti Biosains dan 
Kejuruteraan Perubatan. Kajian ini melibatkan 119 pelajar dari tiga-tiga fakulti ini.  
Keputusan menunjukkan terdapat kesan yang besar pada kebolehgunaan 
perkhidmatan awan dan pengetahuan keselamatan pada pelajar berlatar belakang IT.  
Akan tetapi, jumlah kesedaran daripada latar belakang IT dianggap setara dengan 
pelajar yang tiada berlatar belakang IT manakala sikap yang lebih tidak peka mereka 
terhadap kesedaran keselamatan lebih cenderung kepada mengabaikan pengetahuan 
mereka akan kesan dari tingkah laku yang tidak terjamin. 
 
